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An e-mail referencing a vaccine for swine flu is circulating that includes a link to a
malicious file on a Mexican Web site that is designed to steal bank log-in information,
security firm SonicWall said on Friday.

The e-mail, which is in Spanish, has a link to the Qhost.NJI Trojan on a Web site that
appears to be legitimate but has probably been hacked, said Nick Bilogorskiy, manager
of antivirus research at SonicWall.

The Trojan, an executable file coded in Visual Basic, changes the host file on
Windows computers so that if the computer is used to visit certain domains of Mexican
banks the PC is redirected to itself without the user knowing it and the Trojan steals
any log-in data that is typed, Bilogorskiy said.

Earlier in the week, Symantec said a malicious PDF had been discovered that
masqueraded as a frequently-asked-questions document related to the outbreak. And
there have been numerous reports of spam using swine flu-related subject lines that
lure people to pharmaceutical sites, security firms have reported.
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One of the latest outbreak-related phishing attempts includes a link to a data-stealing Trojan.
(Credit: Sonicwall)
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This is the main page of the site that the malware is on, but SonicWall says the

site is legitimate and was probably hacked.
(Credit: SonicWall)

Page 30f 4

Elinor Mills covers Internet security and privacy. She joined CNET News
in 2005 after working as a foreign correspondent for Reuters in Portugal
and writing for The Industry Standard, the IDG News Service, and the

Associated Press. E-mail Elinor.

Topics: News, Vulnerabilities & attacks

Tags: Swine Flu, phishing

Share: Digg Del.icio.us Reddit  Yahoo! Buzz Facebook

Related

From CNET

USPS probes possible mass security

http://news.cnet.com/8301-1009 3-10232162-83.html?tag=mncol;title

5/12/2009



Swine flu e-mail in Spanish links to data-stealing Trojan | Security - CNET News Page 4 of 4

FriendFeed updates design, e-mail
publishing tools

WebReview makes your browser’s
history, start page smarter

From around the web

Gadgetwise: 10 Ways to Build
Trafficto ... The New York Times

Creating a Public Nuisance with
Insecure... Washington Post Blogs -
Secuiri...

More related posts  powered by

Sphere

http://news.cnet.com/8301-1009 3-10232162-83.html?tag=mncol;title 5/12/2009



